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~ The MAILING DATE of this communication appears on the cover sheet with the correspondence address- 

All claims being allowable, PROSECUTION ON THE MERITS IS (OR REMAINS) CLOSED in this application. If not included 
herewith (or previously mailed), a Notice of Allowance (PTOL-85) or other appropriate communication will be mailed in due course. THIS 
NOTICE OF ALLOWABILITY IS NOT A GRANT OF PATENT RIGHTS. This application is subject to withdrawal from issue at the initiative 
of the Office or upon petition by the applicant. See 37 CFR 1.313 and MPEP 1308. 
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1. □ Certified copies of the priority documents have been received. 

2. □ Certified copies of the priority documents have been received in Application No. . 

3. □ Copies of the certified copies of the priority documents have been received in this national stage application from the 

International Bureau (PCT Rule 17.2(a)). 
* Certified copies not received: . 

Applicant has THREE MONTHS FROM THE "MAILING DATE" of this communication to file a reply complying with the requirements 
noted below. Failure to timely comply will result in ABANDONMENT of this application. 
THIS THREE-MONTH PERIOD IS NOT EXTENDABLE. 

4. □ A SUBSTITUTE OATH OR DECLARATION must be submitted. Note the attached EXAMINER'S AMENDMENT or NOTICE OF 
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DETAILED ACTION 

1 . The Applicant's amendment, filed 03 December 2008, has been received and 
entered into the record, respectfully and carefully considered. 

2. As a result of the amendment, claims 7 and 23 are amended. Claims 1 0 and 26 
are canceled. No new claims have been added. Claims 1-6 and 32-38 are withdrawn 
from consideration since they are non-elected claims in response to restriction/election 
requirement. Therefore, claims 1-9, 1 1-25 and 27-38 are pending in the application. 
Claims 7-9, 11-25 and 27-31 have been examined. 

Claim Rejections - 35 USC § 101 

3. As a result of the amendments and authorized examiner's amendment to the 
specification, the examiner withdraws the pending 35 USC § 101 rejection. 

The examiner notes in the amendment to the specification submitted 03 
December 2008, in which the Applicant deletes signal bearing, signal bearing medium, 
signals and electromagnetic waves from paragraphs [1027] and [1065] of the original 
disclosure. Further, in the below authorized examiner's amendment, additional signal 
bearing, signal bearing medium, signals and electromagnetic waves are removed from 
the original disclosure and paper punch cards" is also deleted from paragraph [1027] of 
the original disclosure. Thus, the examiner takes the act of deleting as a disavowal. 
Furthermore, in paragraph [1027] of the instant specification, the Applicant discloses 
"storage diskette... hard drive... ROM, E PROM, flash PROM ". It is clear that to an 
ordinary skill in the art storage diskette, hard drive, ROM, EPROM, are flash PROM are 
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all computer readable data storage medium. Thus, claims 23-25 and 27-31 are 
statutory. 

Also, in the method claims 7-9 and 11-22, a messaging server is being recited 
and according to par. [1020] of the original disclosure, the server comprises a digital 
data processing apparatus such as one or more personal computers, computer 
workstations and etc. Thus, at least one hardware-software combination machine is 
being recited and the claims are positively tied to a particular machine that 
accomplishes the claimed method steps. Therefore, claims 7-9 and 11-22 are statutory. 

EXAMINER'S AMENDMENT 

4. An examiner's amendment to the record appears below. Should the changes 
and/or additions be unacceptable to applicant, an amendment may be filed as provided 
by 37 CFR 1 .312. To ensure consideration of such an amendment, it MUST be 
submitted no later than the payment of the issue fee. Authorization for this examiner's 
amendment was given in a telephone interview with Ms. Elizabeth Ruzich (Registration 
No. 54,416) on 9 March 2009 and 13 March 2009. The amendment is to cancel non- 
elected claims and to further clarify the invention. As per MPEP 713.04, a separate 
interview summary form is not provided because the content of the interview has been 
summarized herein. 

The application has been amended as follows: 
> IN THE SPECIFICATION: 

■ Please remove "signal bearing medium," from page 3, paragraph [1006], 
line 5. 
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■ Please replace "signal-bearing medium" on page 4, paragraph [1009], line 
1 with "magnetic data storage diskette." Support for this amendment can 
be found, for example, on page 9, paragraph [1027], line 6. 

■ Please remove ", and signal bearing medium" from the last line of 
paragraph [1013], which spans pages 4-5. 

■ Please remove " Signal-Bearing Media " from the heading before 
paragraph [1027] on page 9. 

■ Please replace paragraph [1027], which starts on page 9, line 1 and ends 
on page 10, line 2 with the following marked-up version: 

Wherever the functionality of any operational components of the 
disclosure is implemented using one or more machine-executed program 
sequences, these sequences may be embodied in various forms of s i gna l 
beafiro computer readable data storage media. In the context of FIGURE 2, 
such a s i gna l- b e ar i ng computer readable data storage media may comprise, for 
example, the storage 204 or another signa l- b e ar i ng computer readable data 
storage media, such as a magnetic data storage diskette 300 (FIGURE 3), 
directly or indirectly accessible by a processor 202. Whether contained in the 
storage 206, diskette 300, or elsewhere, the instructions may be stored on a 
variety of machine-readable data storage media. Some examples include direct 
access storage (e.g., a conventional "hard drive", redundant array of inexpensive 
disks ("RAID"), or another direct access storage device ("DASD")), serial-access 
storage such as magnetic or optical tape, electronic non-volatile memory (e.g., 
ROM, EPROM, flash PROM, or EEPROM), battery backup RAM, optical storage 
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(e.g., CD-ROM, WORM, DVD, digital optical tape), pap e r "punch" cards, or other 
suitable s i gna l bear i ng computer readable data storage media including analog 
or digital transmission media and analog and communication links and wireless 
communications. In one embodiment, the machine-readable instructions may 
comprise software object code, compiled from a language such as assembly 
language, C, etc. 

■ Please replace "signal-bearing" in paragraph [1028], line 1 on page 10 with 
"computer readable data storage" 

■ Please remove "and signals" from paragraph [1065], line 2 on page 22. 

■ Please remove "signals" from paragraph [1065], line 4 on page 22. 

■ Please remove "electromagnetic waves," from paragraph [1065], line 5 on page 
22. 

IN THE CLAIMS: 

> Please cancel Claims 1-6 and 32-38 

> Please replace claims 7 and 23 as below: 

(Claim 7) (Currently Amended) A method of managing the exchange of secure online 
instant messages between subscriber devices, where the secure messages are signed 
and encrypted using subscribers' digital certificates, the method comprising the steps of: 
a messaging server receiving a log-in request from at least one subscriber device 
comprising a local instant messaging module to begin a session of exchanging 
synchronous online messages; 
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the local instant messaging module submitting a certificate publication request to 
the messaging server, the publication request also specifying a digital certificate 
corresponding to the subscriber device: 

the messaging server receiving a the certificate publication request from said 
local instant messaging module , th e pub li cat i on r e qu e st a l so sp e c i fy i ng a d i g i ta l 
c e rt i f i cat e corr e spond i ng to th e subscr i b e r d e v i c e; 

responsive to eaeb the certificate publication request, the messaging server 
temporarily storing the subm i tt e d digital certificate in a publication record in association 
with the subm i tt i ng subscriber device as long as the associated instant messaging 
module remains logged-in to the messaging server; 

responsive to prescribed events, the messaging server providing logged-in 
subscriber devices with selected information concerning certificates of other subscriber 
devices; 

responsive to a particular subscriber device ending the session, the messaging 
server automatically removing the subm i tt e d digital certificate from the publication 
record for the particular subscriber device ; 

receiving a particular subscriber device's request to un-publish ife- the digital 
certificate! and in responsive to receiving the request to un-publish the digital certificate , 
the messaging server removing the digital certificate from the publication record for the 
particular subscriber device ff.11: 

identifying other logged-in subscriber devices that previously designated the 
particular subscriber device for potential future secured instant messaging!!,]]; and 

notifying the identified other logged-in subscriber devices ef that the digital 
certificate for the particular subscriber device is withdrawn from use. 

(Claim 23) (Currently Amended) A messaging server for use in managing the an 
exchange of secure online instant messages between subscriber devices, where the 
secure messages are signed and encrypted using subscribers' digital certificates, the a 
messaging server comprising: 

a computer-readable data storage medium; and 
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at least one digital data processor coupled to the computer-readable data 
storage medium[[;]L the data processor programmed to perform operations 
comprising: 

beginning a session of exchanging synchronous online messages 
by receiving log-in from ajocal instant messaging module[[s]] associated 
with a of on e or mor e subscriber device[[s]]; 

receiving from on e or more of the logged-in device[[s]]'s associated 
local instant messaging module[[s]] a certificate publication request 
specifying a digital certificate corresponding to the a particular subscriber 
device; 

responsive to each the certificate publication request, temporarily 
storing the subm i tt e d digital certificate in a publication record in 
association with the subm i tt i ng particular subscriber device as long as the 
associated instant messaging module remains logged-in to the messaging 
server; 

responsive to prescribed events, providing other logged-in 
subscriber devices with selected information concerning the digital 
certificate for the particular subscriber device s of oth e r subscr i b e r d e v i c e s ; 

r e c ei v i ng a c e rt i f i cat e publicat i on r e qu e st from sa i d l oca l i nstant 
m e ssag i ng modu le ; 

responsive to a particular subscriber device ending the session, the 
messaging server automatically removing the digital certificate from the 
publication record for the particular subscriber device; 

r e c ei v i ng a part i cu l ar subscr i b e r d e v i c e 's r e qu e st to un - pub li sh i ts 
d i g i ta l c e rt i f i cat e ; and 

receiving a particular subscriber device's request to un-publish i£s 
the digital certificate^ and in responsive to receiving the request to un- 
publish the digital certificate , the messaging server removing the digital 
certificate from the publication record for the particular subscriber 
device ff.11: 
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identifying other logged-in subscriber devices that previously 
designated the particular subscriber device for potential future secured 
instant messaging!!,]]; and 

notifying the identified other logged-in subscriber devices of that the 
digital certificate for the particular subscriber device is withdrawn from use. 

Response to Arguments 

5. Applicant's argument filed 3 December 2008 have been fully considered and they 
are persuasive (See allowable subject matter below) 

Allowable Subject Matter 

6. Claims 7-9, 1 1 -25 and 27-31 are allowed. 

Contact Information 
Any inquiry concerning this communication or earlier communications from the 
examiner should be directed to APRIL Y. SHAN whose telephone number is (571)270- 
1014. The examiner can normally be reached on Monday - Friday, 8:00 a.m. - 5:00 
p.m., EST. 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, Kim Y. Vu can be reached on (571) 272-3859. The fax phone number for 
the organization where this application or proceeding is assigned is 571-273-8300. 
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Information regarding the status of an application may be obtained from the 
Patent Application Information Retrieval (PAIR) system. Status information for 
published applications may be obtained from either Private PAIR or Public PAIR. 
Status information for unpublished applications is available through Private PAIR only. 
For more information about the PAIR system, see http://pair-direct.uspto.gov. Should 
you have questions on access to the Private PAIR system, contact the Electronic 
Business Center (EBC) at 866-217-9197 (toll-free). If you would like assistance from a 
USPTO Customer Service Representative or access to the automated information 
system, call 800-786-9199 (IN USA OR CANADA) or 571-272-1000. 

/April Y Shan/ 
Examiner, Art Unit 2435 
/Kimyen Vu/ 

Supervisory Patent Examiner, Art Unit 2435 



